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 Department of Medical Assistance Services

Office of Compliance and Security


Confidentiality and Non-Disclosure Agreement, and 
Health Insurance Portability and Accountability Act (HIPAA) Acknowledgement

I understand and agree that as a member of the workforce
 at the DMAS, I have a legal duty to hold in complete confidence any medical, employee, and other confidential work-related information that I see or hear, am exposed to, or come into contact with, in the performance of my duties for DMAS.  This information includes, but is not limited to, any names of Medicaid enrollees, facts or other information concerning Medicaid enrollees, facts or other information concerning providers, any information concerning Medicaid application processing or reimbursement, and other work-related information.  

SSA Use Acknowledgement:

By signature below, in accordance with the provision of section 1902(a)(7) of the Social Security Act, I hereby certify that the individual named below performs functions directly connected with the establishment of Medicaid eligibility or identification of third party liability resources and that the performance of those functions requires access to the Medicaid system by job function.  I further certify that the individual has been informed of the confidentiality provisions of the Social Security Act.  
HIPAA Acknowledgement:  This includes acknowledging that DMAS is a Covered Entity under the law; understanding the different types of protected health information (PHI), and acceptance to encrypt emails containing PHI (including attachments).    
My signature below indicates that I understand the confidential nature of all Medicaid enrollee, employee, and work-related information at DMAS, and that I agree to abide by all applicable Health Insurance Portability and Accountability Act (HIPAA) privacy and security rules and regulations, Medicaid confidentiality standards, all Commonwealth of Virginia and Virginia Information Technologies Agency (VITA) information security policies and standards, and all DMAS policies, standards and procedures that relate to the security and confidentiality of DMAS data.
Rules of Behavior:  I shall not further disclose any DMAS work-related information of which I have knowledge unless properly authorized to do so by DMAS, and I shall not use any access mechanism which has not been expressly assigned to me for any purpose except those for which the access was granted.  I understand that this Agreement and Acknowledgement shall apply to any and all communications both during and following the period of performance of my duties at the DMAS.  
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� Workforce means employees, volunteers, trainees, and other persons whose conduct, in the performance of work for a covered entity, is under the direct control of such entity, whether or not they are paid by the covered entity  (HIPAA Administrative Simplification, Regulation Text, 45 CFR Parts 160, 162, and 164 (Unofficial Version, as amended through February 16, 2006), page 6).  For the purposes of this Agreement, "Workforce" includes contractors.


�SUBMIT COPY TO OFFICE OF COMPLIANCE AND SECURITY (OCS), 6h Floor
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