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Section A.   Select the appropriate action:
Return completed form to:            Security, Office of Compliance and Security (OCS), 6th Floor
ACTION NEEDED:








                   Unless Known, For OCS Use Only

	
	Add Logon: (Fill in Sections A & B) User/Operator also signs acknowledgment #C.
	
	VAMMIS LOGON ID:
	CLUSTER:

	
	
	
	
	

	
	Change Existing Logon __________________ (Required: fill in Sections A, B & C)
	
	E6________
	VAPRD____

	
	Add Logon: (Fill in Sections A, B, C, E)  User (Operator) must sign acknowledgment #E.
	
	

	
	Model After __________________________ or use Cluster _______________ 
	
	Other:  Link to:  _____________________


Section B.
Provide the following user (operator) information: 

	PRINT LAST NAME, FIRST NAME, MIDDLE INITIAL:



	USER IS            (CHECK ONE ONLY):  

 CLASSIFIED      WAGE/TEMP  CONTRACTOR       INTERN

	Identifier:  User’s Birth Date and Last 4 digits of the Social Security No.  (leave out slashes)  (mmddyy-xxxx)  (required):
_________________     --  ____________________
User’s Direct Work Phone #:                                              

(804)  __________________     

User’s work email address: 
_______________________________________

	FIPS Code of Authorizing Agency:


  760DMAS
  760CALCTR
  760CORR 
   760DBHDS  760DENTAQ
  760HMS
  760KePRO
   760LOGIST   760MAGELN
  760MAGBHA 
  760MXIMUS
   760MYRSTF  760OAG 
  760PERM
  760PPL 
   760XRXMAS

   OTHER:  (provide name►) _______________________________________________________

________________________________________________________

User’s Agency (Division/Section) or Contractor Name:

DMAS/_______________________________________

	USER, SUPERVISOR’S/SECURITY REVIEW’S ACKNOWLEDGEMENT AND RESPONSIBILITIES STATEMENT:

By signature below, in accordance with the provision of section 1902(a)(7) of the Social Security Act, I hereby certify that the individual named above performs functions directly connected with the establishment of Medicaid eligibility or identification of third party liability resources and that the performance of those functions requires the types of access to the MMIS eligibility subsystem as requested herein.  I further certify that the individual has been informed of the confidentiality provisions of the Social Security Act.  

	User’s Signature and Date:  

_______________________________________________

	Authorizing DMAS Security Officer’s printed name / phone no.:

Brenda B. Edwards     (804)   371-7777

or  Bill Burnette              (804)   225-2287

	Authorizing Supervisor’s printed name, phone and Sign/Date:  
(804)   _________________________________________
	Authorizing DMAS Security Officer’s Signature and Date: (NOTE:  Signature indicates review of Supervisor’s signature for this request.) ▼


	If requested, authorizing Contract Monitor’s Signature and Date:  (NOTE:  Signature indicates review and agreement with requested access for this employee.) Print Name and Sign/Date:  ►


Section C:   USER must also sign the "USER ACKNOWLEDGEMENT AND RESPONSIBILITIES AGREEMENT", to be submitted with this request; logon access will be withheld until the signed acknowledgement is received.            (see page two)
Section D.
Requesting Supervisor:  The user ID will be established with default pre-defined inquiry screens unless otherwise specified.  If user needs to have update/add/delete capability, indicate the required access necessary, use model after as appropriate or contact DMAS Security Officer for assistance.)

Other:
If the user needs ECM, ESS, OmniTrack, Remedy or SAS, request the DMAS ECM User Access Request Form by sending email to SecurityHelp@dmas.virginia.gov .  Contact the DMAS Security Officer for more information by sending email to SecurityHelp@dmas.virginia.gov or by phone (804-371-7777) as needed.  

    DMAS / Xerox Use only:  (immediate block below on this page) 

	Xerox Fiscal Agent Security Officer’s Signature/Date:     

	Comments or Notes:

   Updated on (initial/date):   FIPS from  ___________________ to _______________________                   Phone #   __________________________________ 

          Identifier Corrected  ______________________________
 Name Changed:  old name was _____________________________________________________ 

    Change Cluster Assignment  from  ____________  to ____________
  Uncancelled Acct ________________
 Acct Not Found ____________________ 
    Delete Due to Non-Use ____________________


  Acct In Cancel __________________
 Suspended Acct ____________________
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Section C.  Please review and sign as appropriate (must be submitted every time a request is made):

	COMMONWEALTH OF VIRGINIA

DEPARTMENT OF MEDICAL ASSISTANCE SERVICES

MEDICAID MANAGEMENT INFORMATION SYSTEM (MMIS)

USER ACKNOWLEDGEMENT 

AND RESPONSIBILITIES AGREEMENT


As a user (operator) of the Department of Medical Assistance Services (DMAS) information systems, I understand and agree to abide by all applicable Commonwealth of Virginia and DMAS agency policies, procedures, and standards which relate to the security of DMAS information systems and the data and the following terms which govern my access to and use of the information and computer services of DMAS:


I may use the Virginia Medicaid Management Information System (VAMMIS/MMIS) data only to complete the duties of my position.


A unique user ID (also known as a Logon ID) and password is assigned to me for use as a key to gain access to the MMIS system.  It is my responsibility to not leave my PC or workstation unattended in a manner that would allow use of the terminal or PC by another user or operator.  


My password must remain confidential and I will not disclose it to another user, operator, person, or supervisor.  If any willful disclosure is detected, both the unauthorized user and I may be subject to disciplinary action.  Passwords must not be kept in written form or in a manner which would enable access to VAMMIS by other persons.  Passwords may not be stored in a programmable terminal or PC.  Passwords that have been disclosed in order to resolve a user access problem must be changed immediately.  


If my user ID (or logon ID) is inactive for 30 consecutive days, it will expire; for 60 consecutive days, it will suspend/cancel; for 90 consecutive days, it will be deleted automatically without notification to me.


Access granted to me by DMAS is a necessary privilege in order for me to perform authorized job functions.  I am prohibited from using or knowingly permitting use of any assigned or entrusted access control mechanisms (such as logon ID's, passwords, terminal IDs, user IDs, file protection keys or production read/write keys) for any purposes other than those required to perform my authorized employment functions;


I will not disclose information concerning any access control mechanism of which I have knowledge unless properly authorized to do so; and I will not use any access mechanism which has not been expressly assigned to me;


I agree to abide by all applicable Commonwealth of Virginia and DMAS agency policies, procedures, and standards which relate to the security of DMAS information systems and the data contained therein;


If I observe any incidents of non-compliance with the terms of this agreement, I am responsible for reporting them to the Information Security Officer (i.e., the DMAS Compliance and Security Manager) and management of DMAS;


By signing this agreement, I hereby certify that I understand the preceding terms and provisions and that I accept the responsibility of adhering to the same.  I further acknowledge that any infractions of this agreement will result in disciplinary action, including but not limited, to the termination of my access privileges.



	
	     
	
	
	

	
	     Employee/Consultant Name (print)
	
	                   Employee/Consultant Signature
	

	
	
	
	             Department of Medical Assistance Services
	

	
	
	
	
	

	
	     
	
	
	

	
	     Agency, Division/Unit  Name
	
	


Date
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	(If Consultant, Provide Name of Company)
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	INSTRUCTIONS:  HOW TO FILL OUT THE DMAS VAMMIS SECURITY ACCESS REQUEST FORM:

 (Note:  These instructions are for information/reference only; no need to attach it when sending the Request Form (original) in for processing).

SECTION A:

· ACTION NEEDED:  Check the type of action needed:  

· ADD LOGON, CHANGE EXISTING LOGON:  Check appropriate block to indicate the type of action desired.

· MODEL AFTER OR CLUSTER NAME:  If the requesting supervisor wants this account to be modeled after an existing account, please identify who to model after, or provide the cluster name if known. For a list of available clusters, see Section D below for more information.  

· VAMMIS LOGON ID:  Specify employee’s VAMMIS logon ID if he/she already has access.  

SECTION B:

· USER/OPERATOR NAME:  Type / legibly print the employee name and indicate if the employee is permanent or not. 

· BirthDate and last 4 digits of the SOCIAL SECURITY NO.:  Type / legibly print the employee’s birth date and the last 
        4-digits of the Social Security Number in the format of:  mmddyy – xxxx      
· TELEPHONE NO.:  Type / legibly print the employee’s work telephone no. including the area code (or provide the supervisor’s as a contact number if no direct number is available).  

· FIPS CODE:  Select the three-digit city/county location of the authorizing agency.  If user is not a full-time or wage DMAS employee, select the contractor the user works for or, if not listed, please write it in the “Other” field.

· USER SIGNATURE:  User is to re-check that the birth-date and last 4-digits of the SSN is correct; provide his/her signature/date where indicated (on page 1).  

· AGENCY NAME (Division/Section):  Provide the name of the Division/Section/Agency that the user works for.

SUPERVISOR’S RESPONSIBILITIES:  

· For the Authorizing (requesting) Supervisor’s Printed Name and Phone Number:  Print name and telephone number of the authorizing supervisor of the employee.  The signature of the supervisor indicates confirmation that the:  

· Access Request is for an employee “with a need for on-going access;”

· Transactions requested are required to enable the employee to perform job duties or tasks; and 

· Employee’s BirthDate-SSN Identifier is correct.

DMAS CONTRACT MONITOR’S RESPONSIBILITIES
· For the Authorizing (requesting) Contract Monitor’s Signature and Date: Print name of the authorizing Contract Monitor of the contract requesting access on behalf of the employee.  The signature of the Contract Monitor indicates confirmation that the:  

· Access Request is for a contract employee “with a need for on-going access;”

· Transactions requested are required to enable the employee to perform job duties or tasks; and

· Periodic reviews by the Contract Monitor address contract employee access.  
DMAS SECURITY OFFICER’S RESPONSIBILITIES:

· For the Authorizing DMAS Security Officer’s Name and Phone Number:  Print name and telephone number of the designated DMAS Security Officer (on the DMAS Access Request form this is pre-printed).  The signature of the DMAS Security Officer indicates:  

· Confirmation that the supervisor has reviewed and signed the Access Request Form.

· Confirmation that if requested, the Contract Monitor has reviewed and signed the Access Request Form.  

SECTION C:

· USER/OPERATOR ACKNOWLEDGMENT AND RESPONSIBILITIES:  The user/operator of this Logon ID must read, sign and date the User Acknowledgment and Responsibilities Agreement (page 2).

SECTION D:

· The requesting supervisor recognizes that this employee will be granted the initial basic default inquiry screens pre-defined by DMAS.  If the employee needs additional transaction access, the requesting supervisor will review and complete the necessary email and/or listed transactions, along with a completed VAMMIS Access Request Form, to identify which transactions are required for the employee to perform his/her job functions.  Work with the DMAS Security Officer as needed.  Often, role groups already exist, and access can be modeled after other positions to obtain access needed for the employee to perform their assigned work.  
OTHER INFORMATION:

· The DMAS Security Officer reviews the Access Request, assigns a Logon ID and ACF2 group (cluster), provides a confirming signature/date, and forwards the Access Request along with any additional instructions to the Fiscal Agent.  
· The Fiscal Agent reviews and processes the Access Request and notifies the DMAS Security Officer of the actions taken regarding the Access Request.  

· The DMAS Security Officer notifies the employee of the Logon ID information.  These three steps may take up to 5 – 7 workdays due to the effort involved to get the account established appropriately.  Employees are contacted by telephone, by secure encrypted email, or if within DMAS, by direct email.  

The Requesting Supervisor will send the original or a scanned legible, completed form to:

VAMMIS Security, Office of Compliance and Security (OCS), 6th Floor
Questions:

If there are any questions regarding this Access Request form, please contact the DMAS Security Officer by email at SecurityHelp@dmas.virginia.gov   or by calling 804-371-7777.


DEPARTMENT OF MEDICAL ASSISTANCE SERVICES


VAMMIS SECURITY ACCESS REQUEST FORM








